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http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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http://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_delegate-permissions.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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http://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://github.com/awslabs/aws-config-rules
https://aws.amazon.com/inspector/
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https://www.youtube.com/watch?v=HexrVfuIY1k
https://aws.amazon.com/documentation/vpc/
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_ACLs.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_ACLs.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Appendix_NACLs.html
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https://aws.amazon.com/ec2/systems-manager/
https://aws.amazon.com/ec2/systems-manager/run-command/
https://aws.amazon.com/ec2/systems-manager/state-manager/
https://aws.amazon.com/ec2/systems-manager/state-manager/
https://aws.amazon.com/ec2/systems-manager/inventory/
https://aws.amazon.com/ec2/systems-manager/inventory/
https://aws.amazon.com/ec2/systems-manager/patch-manager/
https://aws.amazon.com/ec2/systems-manager/patch-manager/
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https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html
http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/using-iam-policies.html
https://aws.amazon.com/documentation/inspector/
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/using-iam-policies.html
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https://www.youtube.com/watch?v=uhXalpNzPU4
https://www.youtube.com/watch?v=uhXalpNzPU4
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf
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https://www.youtube.com/watch?v=uhXalpNzPU4
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
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http://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://aws.amazon.com/blogs/security/how-to-address-the-pci-dss-requirements-for-data-encryption-in-transit-using-amazon-vpc/
http://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-create-https-ssl-load-balancer.html
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http://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/ObjectVersioning.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
http://docs.aws.amazon.com/amazonglacier/latest/dev/amazon-glacier-getting-started.html
http://docs.aws.amazon.com/lambda/latest/dg/with-scheduled-events.html
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1 https://aws.amazon.com/architecture/well-architected/

2 https://aws.amazon.com/compliance/shared-responsibility-model/

3 https://www.youtube.com/watch?v= wiGpBQGCjU&feature=youtu.be

4 https://www.youtube.com/watch?v=-XARGOW?2bGc&feature=youtu.be

> http://docs.aws.amazon.com/general/latest/gr/root-vs-iam.html

6 http://docs.aws.amazon.com/IAM/latest/UserGuide/id root-user.html

7

http://docs.aws.amazon.com/IAM/latest/UserGuide/id credentials passwords acco
unt-policy.html

8

http://docs.aws.amazon.com/IAM/latest/UserGuide/id roles use switch-role-ec2 i
nstance-profiles.html

°http://docs.aws.amazon.com/IAM/latest/UserGuide/id credentials temp.html

10 http://docs.aws.amazon.com/IAM/latest/UserGuide/access policies manage.html
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http://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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11

http://docs.aws.amazon.com/IAM/latest/UserGuide/id credentials delegate-permis

sions.html

12

http://docs.aws.amazon.com/IAM/latest/UserGuide/access policies managed-vs-inl
ine.html

13 http://docs.aws.amazon.com/IAM/latest/UserGuide/access policies manage.html

14 https://www.youtube.com/watch?v=v1c9eYT6EWM

15 https://www.youtube.com/watch?v=SpXZtNOPjzw

16 https://www.youtube.com/watch?v=ddz0JmCTTsU

17

http://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatlsCloudWatch
Events.html

18 http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html

19 https://github.com/awslabs/aws-config-rules

20 https://aws.amazon.com/inspector/

21 https://www.youtube.com/watch?v=HexrVfulY1k

22 https://aws.amazon.com/documentation/vpc/

23 http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC ACLs.html

24

http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC SecurityGroups.ht

ml

25

http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC Appendix NACLs.h
tml

26 https://aws.amazon.com/ec2/systems-manager/
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27 https://aws.amazon.com/ec2/systems-manager/run-command/

28 https://aws.amazon.com/ec2/systems-manager/state-manager/

23 https://aws.amazon.com/ec2/systems-manager/inventory/

30 https://aws.amazon.com/ec2/systems-manager/patch-manager/

31

https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-syste

ms-manager/

32

http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC SecurityGroups.ht

ml

33 http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html

34 http://docs.aws.amazon.com/AmazonS3/latest/dev/using-iam-policies.html

35 https://aws.amazon.com/documentation/inspector/

36 http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using Tags.html

37 http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html

38 http://docs.aws.amazon.com/AmazonS3/latest/dev/using-iam-policies.html

39 https://www.youtube.com/watch?v=uhXalpNzPU4

40 http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html

41 https://aws.amazon.com/kms/

42 https://aws.amazon.com/cloudhsm/

43 https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf

44 https://www.youtube.com/watch?v=uhXalpNzPU4

45 http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
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46 http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html

47 http://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html

48

https://aws.amazon.com/blogs/security/how-to-address-the-pci-dss-requirements-f
or-data-encryption-in-transit-using-amazon-vpc/

49

http://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-create-https-ssl-
load-balancer.html

20 http://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html

1 http://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html

52 http://docs.aws.amazon.com/AmazonS3/latest/dev/ObjectVersioning.html

33 http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html

54

http://docs.aws.amazon.com/amazonglacier/latest/dev/amazon-glacier-getting-start
ed.html

3> http://docs.aws.amazon.com/lambda/latest/dg/with-scheduled-events.html

%6 https://www.youtube.com/watch?v=uc1Q0XCcCv4

7 https://www.youtube.com/watch?v=nzSrRvADh6g

58

https://www.slideshare.net/AmazonWebServices/security-incident-response-and-for
ensics-on-aws

59

https://d0.awsstatic.com/whitepapers/architecture/AWS Well-Architected Framew
ork.pdf
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